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A Handbook on

Privacy

Federal and State Legislation

Theright to privacy is not an expressly stated right in the United
States Constitution. However, the United States Supreme Court
hasfound and delineated an implied constitutional right of privacy.
In the 1977 case Whalen v. Roe (See Box on Whalen), the U.S.
Supreme Court distinguished between two interestswithinthe* zone
of privacy” protected by the Constitution. Thefirst zonereferstoa
person’sinterest in keeping certain matters confidentia , such asthose
that may be considered sensitive or personal. The second zone
involves aperson’sright to make certain kinds of decisions, such as
those related to marriage or procreation.

Although the Texas Constitution lacks explicit privacy guarantees,
the Texas Supreme Court has followed the lead of the highest
federal court, finding that the Texas Constitution contains several
implicit provisions for privacy.

Recent national polls indicate a heightened public concern with
personal information and its security. A series of national public
opinion polls conducted by L ouisHarrisand Associates documents
arising level of public concern about privacy, growing from 64
percent in 1978, to 82 percentin 1995. Over 80 percent of persons
surveyed in 1999 agreed with the statement that they had “lost all
control over their personal information.” In March 2000, aBusiness
Week/Harris Poll revealed about 90 percent of participants were
concerned about the exchange of persona information between
commercia websites. Over half of those questioned thought that
government should pass lawsregulating theway inwhich personal
information is collected and used."

But those who advocate privacy laws have their opponents. The
very nature of our political system creates an inherent tension
between aprivate citizen’s“right to beleft alone” and the public’'s
“right to know.” An open and transparent government safeguards
against the abuse of political power and misuse of public resources,
and holds public officials and servants accountable to the people.
In Texas, the open records laws, known as the Texas Public
Information Act (Chapter 552, Texas Government Code) presumes
that information in the possession of agovernment entity ispublic
information, unless specifically exempted from disclosure by court
order, under common law, constitutional doctrine, or through
specific exemptions.
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However, an open and transparent government often exposes
individuals' personal livesto public scrutiny. In many cases, that
exposure is reasonable and legitimate. Government agencies are
now able to share information with one another for purposes such
as enhancing public safety and detecting fraud. For example, in
order to hire safe bus drivers, a school district may compare
applications with state driver’s license records. However,
disclosing personal information can be the subject of dispute. For
instance, an Ohio woman sued information database supplier
Metromail Corporationin 1996. Metromail used Texas state prison
inmates to type warranty cards and consumer surveys into its
database. One convicted rapist used details gleaned from the
woman’slifeto send her explicit and threatening letters, containing
such intimate details as what kind of bath soap she used.?
Metromail, inaTravis County court settlement, agreed to disclose
in clear language how it would use personal information.

ThislssueBrief discussesfederal and statelegidlation and includes:

& Privacy Legislation Overview

& Landmark Federal Legislation on Personal Information
& Recent Federal Privacy Legisation

& Recent Legidation in Other States

@

Glossary of Privacy Termsand Websites on Privacy
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Privacy Legislation Overview

Recent technological advances in data collection and exchange
have created a heightened concern over the erosion of individual
privacy. Information and services that once required a trip to a
business, public archives, or state agency, can now be accessed
instantly throughthe Internet. I|n many ways, thisadvance provides
citizensan opportunity to access government servicesand purchase
consumer goods in a more convenient fashion. However, the
downside of technology is a loss of control over personal
information. To address the issue of privacy concerns, several
countries developed certain fundamental principles regarding the
collection, use, and dissemination of persona information, and
included the following:

* Notice/Awareness- Individuas should be given notice of an entity’s
information practices before they divulge any persond information.

» Choice/Consent - Individuals should be given options as to
the uses of any personal information collected from them.

 Access/Participation - Individual s should be able both to access
data about themselves and to contest the accuracy and
completeness of the data.

* Enforcement/Redress - Privacy protections can be effective
only if an enforcement mechanismisin place.

Some aspects of these principles are codified in federal law asthe
Privacy Act of 1974. Thefederal agency that monitors privacy is
the Federal Trade Commission (FTC). Last year, the FTC released
its third report on privacy, Privacy Online: Fair Information
Practicesin the Electronic Marketplace, and recommended several
changes in the proposed federal law regarding the collection and
dissemination of personal information. The proposed legislative
changes are included in H.R. 89, recently introduced in the 107"
Congress. TheAct includes the following:

* Makesit unlawful for an operator of awebsite or online service
to collect, use, or disclose personal information concerning an
individual, ages 13 years, and above.

» Provides incentives for self-regulation by operators to
implement information protection.

» Authorizes statesto enforce regul ations by bringing actionson
behalf of residents.

Technology has made information gathering easier and less
cumbersome. Today, separate and unrelated bits of information
are now capable of being linked by data mining and data merging.
Electronic connections of county courthouse records, with state
and federal databases combined with corporate surveysand records,
provide substantial details on individuals and organizations.
Federal and statelegidlation continuesto addresstherapid changes
in computer technology and other information gathering systems.

For example, the FTC concluded in itslatest report to the United
States Congressthat self-regulatory measures had fallen short and
legisative actions were required to ensure adequate protection of
consumer privacy. However, Commissioner Swindle dissented
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from the FTC recommendations. In his dissent, Commissioner
Swindle stated that the report failsto consider the cost of legislation
in comparison to the asserted benefits of enhancing electronic
commerce. Swindle stated that the report relies on skewed
descriptionsof an FTC 2000 survey on privacy by misrepresenting
consumer concerns about privacy asthebasisof aremarkably broad
|egislative recommendation.

In addition, the United States Department of Justice's Bureau of
Justi ce Statisticsrecently launched atwo-year study by the National
Task Force on Privacy, Technology and Criminal Justice
Information, to address the growth of Internet access and issues
related to privacy protections. The Task Force's initial proposal
included the recommendation to seal or purge criminal histories
when they no longer serve animportant public safety issue or other
public policy interest.

\

/ Whalen v. Roe
Theright of informationa privacy wasfirst addressed by the United
States Supreme Court inWhalenv. Roe. Thiscaseinvolved aNew
York statute requiring physiciansto submit copies of prescriptions
for abused drugsto the statefor inclusionin acentralized computer
file. Althoughthecourt upheldthestatute, finding that New York’s
interest in experimenting with solutionsto control the distribution
of dangerous drugs was alegitimate exercise of the state's police
power; the court affirmed the right of an individud to have his
persona information kept private. The court stated:

e are not unaware of the threat to privacy implicit in the
accumulation of vast amounts of personal information in
computerized data banks or other massive government files. The
collection of taxes, the distribution of welfare and social security
benefits, the supervision of public health, thedirection of our Armed
Forces, and the enforcement of the criminal laws all require the
orderly preservation of great quantities of information, much of
which is personal in character and potentially embarrassing or
harmful if disclosed. The right to collect and use such data for
public purposes is typically accompanied by a concomitant
statutory or regulatory duty to avoid unwarranted disclosures.
\—Whalen v. Roe, 429 U.S. 589 (1977) /

Landmark Federal Privacy Legislation

Gramm-L each-Bliley/Financial M odernization Act,
1999 (GLBA)

GLBA regulates the dissemination of certain nonpublic personal
information by financial institutions, such as banks, savings
associations, credit unions, investment companies, and insurance
companies, to unaffiliated third parties. Generally, disclosuresto
such third parties are permitted only if the financial institutions
give notice to the consumer and provide consumers with the
opportunity to “opt out” (theinformationis public unless consumer
saysotherwise) of such disclosures. Thelaw iscontroversial, with
critics asserting that the privacy protectionsaretoo lax by pointing
out that financial institutions are free to share such information
with affiliated companies.
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Thedatuteand subsequent regul ationsbeing formulated by theNational
Association of Insurance Commissioners (NAIC) present the most
immediate compliance requirement for the insurance industry, with a
July 2001 deadline imposed on the states. With GLBA, the financia
services sector became the first nationa industry group to face formal
statutory reguirements concerning privacy.” In order to comply with
new GLBA rules, NAIC's model distinguishes “financial”
information from “health” information. Federal GLBA regulations
include health information within their scope of protection.

TheNAIC model, whilegenerally tracing federal rulesfor financia
information, creates “opt-in” (the information is private unless
consumer says otherwise) requirementsfor the disclosure of health
information, with certain exceptions (e.g. claims administration,
disease management, policyholder service functions, and auditing
and fraud investigations).

Children’s Online Privacy Protection Act (COPPA), 1998

The COPPA makes it unlawful for an operator of a web site to
collect personal information from a child under 13 years of age.
In general, a web site that is directed at children or knowingly
collects this information from children must obtain verifiable
parental consent for the collection, use, or disclosure of personal
information. The law’s requirements are triggered at the time the
datais collected.

Identity Theft and Assumption Deterrence Act
(ITADA), 1998

ITADA makes identity theft a federal crime with penalties up to
15 years imprisonment and a maximum fine of $250,000. It
establishesthat the person whose identity was stolenisatruevietim.
Previoudly, only the credit grantors who suffered monetary losses
were considered victims.

Health I nsurance Portability and Accountability Act
(HIPAA), 1996

Congress addressed the issue of rapidly changing health
information systems in the HIPAA. The Act directs the United
States Department of Health and Human Services (HHS) to issue
standardsthat facilitate the el ectronic exchange of information and
transactions carried out by health plans, health care clearinghouses,
and health care providers.

HHS set forth privacy standards under the Act in December
2000 and therules are scheduled to take effect in April 2001.
President Bush reopened public comments on the rules amid
a number of arguments concerning implementation of the
rules. The federal rules do not preempt more stringent state
laws relating to the privacy of individually identifiable
health information.

Driver’sPrivacy Protection Act, 1994

The federal Driver’s Privacy Protection Act of 1994 restricts the
state’s ability to disclose a driver’s personal information without
thedriver’s consent, generally prohibiting the knowing disclosure
of personal information about any individual obtained in connection
with amotor vehicle record (MVR).
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TheAct definesa“ motor vehiclerecord” asany record that pertains
to a motor vehicle operator’s permit, motor vehicle title, motor
vehicle registration, or identification care issued by a department

of motor vehicles. “Personal information” is defined under the
Act as any information that identifies an individual’s photograph,
social security number, driver identification number, name, address
(except for thefive-digit zip code), tel ephone number, and medical
or disability information, but not including information on vehicular
accidents, driving violations, and driver’s status.

Fair Credit Reporting Act (FCRA), 1992

The FCRA was enacted to protect the privacy of consumers’ credit
information, and generally applies only to individuals, not
corporations and partnerships.

Telephone Consumer Protection Act (TCPA), 1991

TCPA addresses consumer concerns about unsolicited telephone
marketing by imposing restrictions on the use of automatic
telephone dialing systems (also called-autodialers), artificial or
prerecorded voice messages, and telephone facsimile (fax)
machines to send unsolicited advertisements.

Video Privacy Protection Act, 1988

Title 18, Section 2710, of the United States Code, generally bars
businesseswhich rent or sell videotapesfrom knowingly disclosing
“personally identifiable information” about their customers, which
includesinformation about the specific video materials acustomer
bought or rented. Exceptionsinclude aresponse to acourt order.

Electronic Communications Privacy Act
(ECPA), 1986

ECPA extended protectionsto e-mail and other new technol ogy, but
continued to allow companiesto monitor their employees’ electronic
communications, including e-mails. ECPA applies only to actions
by the government, and does not apply to private employers.

Right to'Financial Privacy Act, 1978

The act, largely procedural, was Congress' response to a United
State Supreme Court decision that found bank customers had no
legal right of privacy for their financial information when law
enforcement purposes deemed the release necessary. The law
reguires government agenciesto provide notice and an opportunity
to object before these types of personal financial information may
be disclosed, under certain conditions.

Family Educational Rights and Privacy Act
(FERPA), 1974

FERPA protects both parents’ access to and confidentiality of
educational records. Schools may not release grades, directory
information such as names, addresses, telephone listings, dates
and places of hirth, or mgjor field of study, among others.

Privacy Act, 1974

This act governs the collection and dissemination of personal
information by federal agenciesand also providescivil and criminal
penaltiesand remedies. Under theAct, citizensare expressly given
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theright to know what information the government has collected
about them, how it is used, and examine and correct such data.
However, the Act covers only the federal government, and not
the private sector, and thus, by many is “considered weak and
full of loopholes.”®

National Crime Prevention and Privacy Compact, 2000-2001

The National Crime Prevention and Privacy Compact isaproposed
legislative model for creating a cooperative exchange system of
criminal data between the states and the federal government. For
example, if aTexas school district madeinquiries about a potential
employee’s criminal record in Michigan, then that data would be
subject to Texas's privacy laws. However, if a Michigan school
district madeinquiriesabout apotential employee’scriminal record
in Texas, then Michigan’s privacy lawswould prevail. Availability
of certain information would depend entirely on individual state
privacy laws. As of January 2001, nine states (Colorado,
Connecticut, Florida, Georgia, lowa, Missouri, Montana, Nevada,
and South Carolina) haveratified the compact. Six states, including
Texas, are presently considering legidation.

Recent Federal Privacy Legislation:

105" and 106 Congress

Congress, over the past two sessions, has enacted a number of
federal lawsthat address personal privacy protections. Thissection
briefly discusses some of the major privacy enactments.

The 105" Congress enacted the Taxpayer Browsing Protection Act
(H.R. 1226), which bars federal officers and employees from
unauthorized inspections of tax returns or tax return information.

The 106" Congress passed the following bills impacting
personal privacy:

» The Department of Transportation and Related Agencies
Appropriation Act, 2000 (H.R. 2084) provides that no
recipient of funds under this act may disseminate driver’'s
license personal information for any use not permitted under
federal law without the express consent of that person (except
regarding the use of organ donation information).

* H.R. 3194 amended the Communications Act of 1934 by
barring the distribution of funds to any public broadcasting
entity that shares contributor names or other personal
information with any political candidate, party, committee, or
any nonaffiliated third party unless the donor is given the
opportunity to direct that such information not be disclosed.

* H.R. 4576 barsthe use of the funds provided under this act for
the transfer, release, or disclosure of an individua’s medical
records without the individual’s consent to any individua or
entity outside the Department of Defense for any non-national
security or non-law enforcement purpose.

¢ H.R. 4640 concernsthecollection and analysisof DNA samples
from certain violent and sexual offenders for use in the DNA
Index System of the Federal Bureau of Investigation (FBI) and
contains certain privacy protections.

=

Deaxyribonucleic acid (DNA) isabiological marker being
used throughout the criminal justice system to identify and
€onvict criminals and exonerate innocent persons. One
issuein the collection and dissemination of DNA evidenceis
the need to protect individual privacy.

"TheViolent Crime Control and Law Enforcement Act of 1994
(Act) authorizesthe FBI to index DNA identification records
of persons convicted of crimes and analyze DNA samples
recovered from crime scenesand unidentified human remains.
DNATidentification records and analyses maintained by
federal, state, and local criminal justice agencies may be
included only if those agencies implement rules limiting the
disclosure of stored DNA samplesand DNA analysesonly to
criminal justice agencies for law enforcement purposes, in
judicial proceedings, and for criminal defense purposes; the
rules may also allow disclosure for a population statistics
database and for certain other purposes if personally
identifiable information is removed. If these privacy
requirements are not met, access to the index can be denied.
Accordingtothe FBI, al 50 states have enacted DNA database
laws requiring the collection of a DNA sample from specified
categories of convicted offenders; 46 of these states|limit access
tothese DNA records, either by designating them as confidential
or permitting access only for certain authorized purposes. At
least half of these state laws contain provisions that are more
restrictivethanthoseintheAct. In 32 states, there are penalties
for the unauthorized disclosure of DNA information.

Texas currently operates a central database for state DNA
records. Themain purpose of thisdatabaseisto assist federal,
state and local law enforcement agenciesin the investigation
or prosecution of sex-related offenses or other offenses in
which biological evidence is recovered. The state database
must be compatible with the FBI database to allow the
exchange and storage of DNA information. DNA records
stored in the database are confidential and not subject to
disclosure under the state’s open records law.

/ States with Constitutional Provisions \

Granting a General Right of Privacy

Some states have done more than simply recognize an
implied constitutional right of privacy. Eight states—Alaska,
Arizona, California, Hawaii, Illinois, Louisiana, Montana,
and South Carolina—have state constitutional provisionsthat
expressly recognize a genera right of privacy. H.J.R. 15,
submitted this session by Representative Hupp, would amend
the Texas Constitution to recognize an individual’s right of
privacy. The proposed amendment provides that this right
cannot beinfringed upon without acompelling stateinterest
that may not be achieved in a less intrusive and more
reasonable manner.
J
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Recent Privacy Legislation In Other States

This section highlights some of the most important pieces of
|egislation enacted among state legislatures from January 1, 1999
to September 2000. The discussion focuses on privacy legislation
and not on agency rules and regulations developed by executive
departments, and legal interpretations of privacy laws or rules.
StateScape, a legislative tracking service, reported during the
summer of 2000 that more than 375 privacy hills were introduced
in legislatures, and more are likely to be filed during the 2001
legislative sessions. At least nine states have appointed special

task forces to explore the issue and report back to the legislature
during the 2001 session.® One of the difficulties that StateScape
and other legidativetracking servicesface, however, isidentifying
what types of hills qualify as privacy bills. Privacy definitions
vary widely and differ anong analysts.” With this caveat in mind,
the following are significant state statutes affecting personal
information. Thelist below isbased oninformation fromlegidative
tracking services, the National Conference of State Legidatures,
and Texas Senate Research Center analysis.

GENERAL PRIVACY

California

AB 724 (10/7/99) Protects personal
information gathered by government onthe
Internet; requires Internet disclosures about
licensed professionals.

AB 1862 (9/24/00) [also in Criminal
Justice] Provides for an identity theft
victim database to be maintained by the
Department of Justice.

AB 1897 (9/29/00) [also in Criminal
Justice] Establishes procedural remedies
to assist victims of identity theft.

AB 2246 (9/30/00) Requires a business to
ensure the privacy of acustomer’s personal
information, by restricting access to the
record prior to itsdestruction and shredding,
erasing, or otherwise modifying the customer
record to make information unreadable or
undecipherable through any means.

SB 1724 (9/30/00) Prohibits the unrelated
use, as defined, and the disclosure, including
internal disclosures and those made to
subsidiaries or affiliates, of information
obtained from atax return or submitted by a
consumer, including that obtained through an
electronic medium, in connection with a
financid or other business-rel ated transaction.

Connecticut

HB 5893 (5/8/00) Prohibits state agencies
fromdisclosing anindividual’s photograph
or computerized image in connection with
issuance of ID card, or other document by
such state agency, unlessanindividual con-
sents.

Delaware

SB 379 (7/26/00) Strengthens disclosure
protection for personal information in driver
and vehicle records.

S

Florida

HB 439 (6/16/00) Provides exemptions
from public records requirements for
investigations of a certified capital com-
pany, including social security numbers.

Maryland

SB 199 (4/25/00) Requires state govern-
ment units to post privacy policies and
specifies certain rules for government
personal information collection.

HB 1421 (5/18/00) Protects confidentiality
of taxpayer information and certain privacy
rights of consumers.

Utah

SB 390 (4/7/00), Provides that electronic
toll collection records that identify an
individual, vehicle, or travel, are exempt
from disclosure under the Freedom of
Information Act.

Virginia

HB 513 (4/4/00) Directs every public
body that has an Internet website to
develop an Internet privacy policy (Policy)
and an Internet privacy policy statement.
The statement, which explains the Policy,
shall be posted on the public body’s
website in a conspicuous manner.

Washington
EOS5 (4/25/00) Requires state agencies to
eliminate use of social security numbers
from public documents; prohibits salesand
limits collection and retention of personal
information.

HB 2792 (3/22/00) Provides that the
following are exempt from public
disclosure: credit card numbers, debit card
numbers, electronic check numbers, card
expiration dates, or bank or other financial
account numbers supplied to an agency for

the purpose of electronic transfer of funds,
except when disclosure is expressly
required by law.

West Virginia

SB 577 (4/4/00) Provides confidentiality
protection for records such asfood stamps,
child support or Medicaid.

Wisconsin

AB 315 (4/24/00) Prohibitsthe Department
of Transportation from providing any person
with written or electronic information
compiled or maintained by the department
that contains specified persona identifiers.

CRIMINAL JUSTICE

California
AB 1862 (see above)
AB 1897 (see above)

South Carolina

SB 403 (7/22/99) Limits access to abuse
and neglect reports on foster children.

BANKING

California

AB 2869 (9/29/00) Changesnoaticeprocedures
under the Credit Card Full Disclosure Act.

Connecticut

HB 5586 (5/26/00) Protects consumers
from nonconsensual disclosure of personal
financial information.

Washington

HB 1250 (5/17/99) Imposes duties on
holders of financial information to protect
it from improper use or release.

HB 2792 (3/22/00) Exemptstheinspection
of credit card or financial account
information copied and provided to an
agency for electronic transfer of funds.
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IDENTIFY THEFT

INSURANCE

Delaware

HB 437 (5/19/00) Creates a crime of
identity theft to include theft of electronic
identification information, e-mail address,
and computer password.

Pennsylvania

HB 945 (5/22/00) Defines the crime of
identity theft to include information stored on
a computer disk, computer system, computer
printout, or any other eectronic means.

Rhode lsland

HB 7535 (7/6/00) Enacts the Imperson-
ationand Identity Fraud Act, which includes
electronic identification numbers and
telecommunicationidentifying information.

South Carolina

HB 3509 (5/30/00) Createsthe Personal
Financial Security Act, which prohibits
theft of identifying information
including digital signatures and elec-
tronic identifying information.

South Dakota

SB 20 (2/28/00) Creates a crime of
identity theft including the theft of user
names and identifications.

California

SB 2166 (9/29/99) Amends Consumer
Credit Reporting Agencies Act to prohibit
reporting medical information for insurance
purposes without individual consent.

Hawaii

HB 351 (6/24/99) Protects the privacy of
health care information.

South Carolina

HB 3498 (7/7/99) Prevents transfer of
prescription drug information without
consent.

South Dakota

HB 1175 (3/11/00) Authorizes Division of
Insurance to promulgate rules on privacy
of medical records.

MEDICAL

California

AB 1836 (9/30/00) Amends Confidential-
ity of Medical Information Act to permit
transfers without authorization to
contractors and others.

SB 1903 (9/30/00) Amends Confidential-
ity of Medical Information Act to require
corporations to provide copies of medical
profilesto patients.

Elorida

SB 1956 (6/20/00) Providesfor the consti-
tutional right of privacy to medical records.

SB 2034 (6/27/00) Specifiescircumstances
in which the confidentiality of medical
records may be compromised to establish
an immunization registry or a brain and
spinal cord injury program.

Georgia

HB 1300 (5/1/00) Protects personal and
research information of persons involved
in medical research projects.

Hawaii

HB 351 (6/24/99) Protects privacy of
health care information.

Maryland

SB 371 (5/11/00) Prohibits disclosure by
sale, rental, or barter of certain medical
records and otherwise regulates privacy of
medical records.

M assachusetts

HB 5416 (8/22/00) Restrictsdisclosureand
use of genetic test results.

MISCELLANEOUS

Washington

SB 6459 (3/22/00) Prohibitsany person to
knowingly use a means of identification of
another person to solicit unauthorized mail
with theintent to annoy, harass, intimidate,
torment, or embarrassthat person, and civil
damages for violations.

Genetic Testing

On Friday, February 9, 2001, the United States Equal Employment Opportunity Commission
(EEOC) filed its first court challenge to genetic testing, seeking a preliminary injunction
against Burlington Northern/Santa Fe Railroad’s genetic testing of employees who filed
claims for certain work-related injuries. According to the petition, the railroad has a
nationwide policy of requiring employees who have submitted work-related claims for
carpal tunnel syndrome to provide blood samples. The samples undergo a genetic test
for Chromosome 17 deletion, which is claimed to predict some forms of carpal tunnel

syndrome. The action alleges that the employees were not told of the genetic testing or
asked for their consent, and at least one individual who refused to provide a blood sample
because he suspected it would be used for genetic testing has been threatened with discharge
if he fails to submit a sample. The EEOC asserts that basing employment decisions on
genetic testing violates the American with Disabilities Act, which prohibits discrimination
in employment against qualified individuals with disabilities. Further information is
available on EEOC’swebsite at http://www.eeoc.gov.

)
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Striking a Balance between

Public and Private Information

Balancing the public’s access to information and the rights of
individuals to protect their own information may be finding a
solution in the market. Toby Lester, in a March, 2001 article,
observesthat “the market for goods and servicesthat protect privacy
issurging; entrepreneurs are realizing that privacy and technology
are not fundamentally at odds and that, in fact, expectations of
privacy have in large measure always been created or broadened
by the arrival of new technologies.... Billions of dollars are at
stake. A new sector of the economy seemsto be coming into being.
Among entrepreneurs and venture capitalistsit already hasaname.
It's known as the privacy space.” ° Business opportunities are
expanding into software designed to erase and encrypt confidential
information while entire companies are focusing on maintaining
confidential records and information.

But lost somewhereinthe corporate privacy spaceisanindividua'’s
right of informational privacy. While privacy may indeed become
abilliondollar industry, theissueremainsthe extent anindividual’s
personal records are accessible by corporations and governmental
bodies. Not all individuals are capable of purchasing privacy
software or hiring a corporation to maintain their confidentiality.
If industry and government have accessto thistechnology, it begs
the question of who makesthe decision asto where the distinction
between information that should be disclosed and information that
should remain confidential rests.

In many ways, the idea of government and industry delineating
between public and privateinformationisan inherent contradiction.
For example, itisessential that both government and industry have
access to personal information. “This aspect of government [and
industry] isanatural one: personal information is as necessar Oand
as valuable to efficient government asto efficient business”  In
fact, both industry and government could operate more effectively
if they were ableto completely monitor and track thedaily activities
of consumers and citizens. Yet government and industry are also
the very entities citizens must rely upon to establish limits on the
personal information they access. Perhaps thisiswhy “there are
plenty of people who take a decidedly dark view of it, and who
therefore have very littlefaith in the ability of the political system
to protect privacy.” ™

But al isnot doom and gloom for individual privacy. Asthe United
States Supreme Court in Whalen v. Roe stated, “theright to collect
and use such datafor public purposesistypically accompanied by
a concomitant statutory or regulatory duty to avoid unwarranted
disclosures.” Aslawmakersand corporate leadersface policy and
business decisions, they must also face the consequences of those
decisions as citizens and consumers. Perhaps this is the reason
lawmakers are now passing and considering a variety of privacy
lawsand why corporations are purchasing privacy software, hiring
privacy managers, clarifying their privacy policies, and maintaining
more confidential records or employeeinformation. Whether the
market’s self-regulatory actions to maintain confidentiality or

3

government effortsto protect personal information are successful
will remain arecurring issue for policymakers.

Wheat is happening on privacy issuesin Texas? A companion brief
will discuss the policy debates in Texas on banking, insurance,
criminal justice, and health issues.

—by Senate Research Center

Banking and I nsurance - Dunya McCammon Bean
Criminal Justice - RitaAguilar

Education - Betsy Heard

General Research - Mahan Farmaian

General Research - Stephen Boske

Health - David Thomason

Open Records - Sharon H. Weintraub

Technology - J. Joseph Stewart

Persond
information is
as necessary
and as
valuable to
efficient
government as
it isto efficient
business. Yet
government
and industry
arethe very
entities
citizens must
rely upon to
establish limits
on the personal
Information
they access.
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Useful Web Sites

www.epic.org Electronic Privacy Information Center

www.healthprivacy.org Georgetown University Health Policy
Program

www.computerprivacy.org Americans for Computer Privacy

www.privacy.org Electronic Privacy Information Center

www.privacyheadquarters.com Bankers System, Inc.

www.usdoj.gov/ola/compact United States Department of Justice

aclu.org/issues/privacy/html American Civil Liberties Union

www.aarp.org/bulletin/mar00/privacy.html American Association
of Retired Persons
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Privacy

Privacy L egidation Introduced in the Current 107th United States Congress
Bill #, Summary Committee Referred

H.R. 89

Online Privacy Protection Act of 2001

Requires the FTC protect the privacy of personal information
collected from and about individuals who are not covered

by the Children's Online Privacy Protection Act.

Social Security On-Line Privacy Protection Act
To regulate the use by interactive computer services of
Social Security account numbers and related personally
identifiable information.

Electronic Privacy Protection Act

To prohibit the making, importation, exportation, distribution
offer for sale, or installation, use of an information collection
device without proper labeling or notice and consent.

Law Enforcement Officers Privacy Protection Act
Amends rule 26 of the Federal Rules of Civil Procedure to
provide for the confidentiality of a personnel record or
personal information of alaw enforcement officer.

Identity Theft Protection Act

Amend Title Il of the Social Security Act and Internal Revenue
Code of 1986 to protect the integrity and confidentiality of
Socia Security account numbers issued under such title, to
prohibit the establishment in the Federal Government of any
uniform national identifying number, and to prohibit Federal
agencies from imposing standards for identification of
individuals on other agencies or persons.

Consumer Internet Privacy Enhancement Act
To protect the privacy of consumers who use the Internet.

Wireless Privacy Protection Act of 2001
To require customer consent to the provision of wireless
call location information.

Consumer Online Privacy and Disclosure Act
To require the Federal Trade Commission to prescribe
regulations to protect the privacy of personal information.

Privacy Commission Act
To establish the Commission for the Comprehensive Study of Privacy Protection.

Genetic Nondiscrimination in Health Insurance and Employment Act
To prohibit discrimination on the basis of genetic information with respect to health
insurance.

Financial Information Privacy Protection Act of 2001
A hill to strengthen control by consumers over the use and
disclosure of their personal financial and health information

by financial institutions, and for other purposes.

Spyware Control and Privacy Protection Act of 2001
To provide for the disclosure of the collection of information ~ (1/29/2001)
through computer software and other purposes.

Student Privacy Protection Act
To increase parental involvement and protect student privacy.

Genetic Nondiscrimination in Health Insurance and Employment Act
To prohibit discrimination on the basis of genetic information with respect to health
insurance.

Social Security Privacy Act

A bill to amend the Gramm Leach Bliley Act, to prohibit

the sale and purchase of the social security number of an
individual by afinancial institution, to include social security
numbersin the definition of nonpublic personal information
and for other purposes.

Energy and Commerce
(1/3/2001)

Energy and Commerce
(1/3/2001)

Energy and Commerce
(1/3/2001)

Ways and Means
(1/3/2001)

Energy and Commerce
(1/20/2001)

Energy and Commerce
(1/30/2001)

Energy and Commerce
(1/3/2001)

Government Reform
(2/13/2001)

Energy and Commerce
Waysand Means
Education and Workforce
(2/13/2001)

Banking, Housing,
and Urban Affairs
(1/22/2001)

Commerce, Science,
and Transportation
(1/29/2001)

Health, Education,
Labor, and Pensions
(2/8/2001)

Health, Education, Labor
and Pensions (2/13/2001)

Banking, Housing,
Urban Affairs (2/14/2001)
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Glossary of Terms®

Anonymizers - alow Internet usersto conceal their Internet Protocol
(see below). The serviceis similar to “call blocking” for telephones
by ensuring the privacy of a user’s computer name, domain name,
and IP address. By concealing the |P address, persona identity is
virtually impossible to discover.

Clear GIFs or web bugs - are invisible graphic files embedded in a
web site that allows a site other than the one being visited to track
activities. Theseinvisible graphics, each just one pixel by one pixel,
allow the potential that a cookie from a site could be placed on a
user’s hard drive without the user’s knowledge.

Consent - concerns the extent to which individuals willingly and
knowingly agree to the disclosure of their personal information.
Consent can be written, or express. But consent can also be implied
and tacit as a person may infer from someone’s actions that they have
granted consent. Consent isan area of considerable legal debate and
an equally contentious issue in the area of releasing personal
information. For example, if someone allows her physicianto test for
aparticular disease, isthat individual consenting to allow al interested
parties (e.g. pharmaceutical companies, insurance companies, places
of employment) access to that information?

Caokies - tiny data files that are created on a user’s hard drive by a
web site, usually thefirst timethe siteisvisited. It typically contains
a unique tracking number that allows the site to identify the user,
though not by real name unless the user provides that information to
theweb site specifically. Cookiesallow web sitestotailor information
specifically to the user, such as stock quotes, sports scoresfor favorite
teams, or pagesthat have been updated sincethe user’slast visit. They
can also be used to create a dossier of pages viewed, links clicked,
and items purchased.

Cookie Crumblers - software designed to seek out and eliminate
embedded cookies on a computer hard drive.

Data Matching - (or data merging) cross-checking one set of data
with another set of datafor potential overlaps. For instance, Wisconsin
uses datamatching to check driver’slicenseinformation against driving
records and crime data. To capture lost revenue, Wisconsin matches
the names of |ottery winners against the list of delinquent taxpayers.

Data Mining - uses statistical techniques to discover patterns in data
drawn from unrel ated databases, and makesinferences about details of
peopl€e's lives that the subjects never agreed to disclose. For example,
tax departments could use data mining to find that people who own
boats and have vanity license platesare morelikely to underreport their
income. Thisinformation could allow tax departments to target more
precisely where their tax audits would be conducted.

Data Security - the level to which persona information is safe from
unauthorized use or access. For example, a code may be required to
access certain persona information as a security device. Data could
be secure, yet not deemed confidential, or vice-versa, data could be
confidential data, but not secure.

Deidentified - protected information that agood faith effort has been
made to evaluate the risk that an individual’s personal information
will be linked to that specific individual. For example, a medical

study may eva uatethe effectsof adrug onan experimenta group’sdisease.
If that informationisdeidentified, then theindividual’snamesand persond
identifierswill be excluded. Individuals may be given anumber or code
aspart of the study to protect their identity from being released. Theterm
caninclude aggregate statistics, health information, information for which
random or fictitious aternatives have been substituted for personally
identifiable information. See reidentification.

Expungement - or expunction, asitismore commonly called, generally
refers to the process by which, upon request by the defendant, the
court may order the records of acriminal conviction to be physically
destroyed or sealed from files, computers, or other depositories. In
some states, expungement is also available for arrested persons not
ultimately convicted or in the event of an unlawful arrest. By having
their criminal recordslegally deleted, individual sare ableto represent
in sworn statements that they have never committed the act subject to
the expunction.

Internet Protocol (IP) - abbreviation for Internet Protocol, allows an
Internet user to address and drop a package in the system, but thereis
no direct link between the user and therecipient. TCP/IP, on the other
hand, establishes a connection between two hosts so that they can
send messages back and forth for a period of time.

OptIn - individual personal informationis private unlessthe consumer
says otherwise (written or express).

Opt Out - personal information can be disclosed, or made public, unless
the consumer states otherwise.

Reidentification - an attempt to ascertain the identity of theindividual
who is the subject of protected information, or any specific data.

/
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In Oregon’s Lane County, data
mining is being used to piece
together information from 30
different social agencies to
create an early-warning system
for child abuse. Children and
families who are in trouble
often have numerous contacts
with social agencies; a father
visits a drug or alcohol-
treatment facility, for
instance, or a wife seeks
counseling for depressing, or a child misbehaves in
school. Seen inisolation from each other, such contacts
may not seem problematic. But when separate encounters
with service providersare connected to form alarger picture,
they may point to a more serious problem. Officials in
Lane County believe certain combinations of variableswill
lead them to children who face the most serious risk of
abuse, and service agencies can then intervene before it is
too late. Christopher Conte, “The Privacy Panic,”
Governing, (December 2000), 21.
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